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Introduction

The WinEyeQ VolIP call monitor and protocol analyzer is the ideal tool for anyone
who needs to monitor Voice and Video over IP calls and Voice quality, detect
errors in VolIP traffic, debug signaling problems or capture media streams.

Wi nEye Q0 s i interfacetmiakessetupsareloperation a snap.

With WinEyeQ you view your network traffic in an intuitive manner. From

network overview to media stream and protocol details, each piece of information

i s presented in context. Wi nEyeQods anal ysi s
however, it provides unparalleled analysis of each individual call component

making difficult diagnostics simple.

WinEyeQ is designed for the Windows operating system. The following
operating systems are supported:

Windows 2000 Professional, Windows 2000 Advance Server, Windows XP
Professional, Windows 2003 Server, Windows 2008 Server, and Windows 7.

Wi nEyeQbs capabilities automatically scale w
installed.

Minimum recommended configuration:

2.4 MHz Pentium 4 Processor
512MB Ram

60 GB hard drive

1280x1024

WinEyeQ is optimized for 1280 x 1024 displays.

The WinEyeQ software is copy protected and is licensed for use on a single
machine. Please make sure that you install WinEyeQ on the machine with which
you intend to use it. Installation of WinEyeQ on multiple machines is not possible
without authorization from Touchstone.

The following pages will demonstrate how to install, setup, and get started with
WinEyeQ. The next session is an overview of the latest additions.

Copyright 2002-2011 Touchstone Technologies, Inc. All Rights Reserved 5
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Selecting the Network Adapter

One of the first steps in preparing to run WinEyeQ is to select the network
adapter you wish to monitor. WinEyeQ will automatically display the Select
Adapter screen immediately after starting it for the first time. You may also
access this dialog from the Edit | Select Adapter menu item.

Select The Network Adapter And Packet Capture Filter 5'
Adapter | Index | IP Addiesses I Mame | ok I
(1] Generic: dialup adapter 1} “Device\WPF_GenericDislupddapter
= (2) IntellR) PROA 00 VE Network Connection 1 120.243.0135,120.243.0.138 “Device\NPF_{D4EB5307-F873-4C05-BE 883457072371 Eancel
(3] Intel(R] PRO/100+ PCI Adapter (Miciosoft's Packet S... 2 192168.1.14 “Device\NPF_{J18C76AD-AF50-4796 8861 F22AE 0G6E0...
Select
- Filter
Packet Capture Filter IP Sub-hets 7 IP Addresses Protocols
(lip and [tcp or wdp)] and ((bopl0:2] » 1024 and top(2:2] » 1024) or (udp(0:2] » 1024 and udp(2:2] > 1024))) or [[+lan and ip and [tcp or wdp)) [w]'olP
and ([tep(0:2] > 1024 and tep(2:2] > 1024) or [udp[(:2] > 1024 and udp[2:2] > 1024])) W] TCP
[w]UDP
[HTTF
[HTTPS
[JPOP2
[1SMTP
[CIFTP
Test Filter Bieset Filter [ISNMP
Ignore Traffic On Ports Below 1024 __I __I [IRTSP
[C1Telnet
[v1302.10 [¥Lan)
Add Delete

On the top part of the screen is a list of the Network Adapters that WinEyeQ has
discovered on your PC. Select the adapter you want to monitor by clicking the
adapter |ine and then pressing O0Selhectd or

This window will be discussed in great detail later in the manual.

WinEyeQ User Interface

WinEyeQ was designed to facilitate diagnostics by representing the network in a

natural, intuitive, top-d o wn manner . This presddowhdoon al
into areas of interest at the same time bypassing information that is neither

relevant nor interesting at the moment.

A

Data ScopeseE

WinEyeQ implements a series of graphical representations of both the Voice and
VideooverIPandnon-Vol P components of your networ k.
metaphor rei nf or dew us@iinteffagesagpéoach. ceach Ddta

Scope is represented at its topmost level by a view of logically grouped

components (e.g. network protocols) in a view that can be toggled between a pie

Copyright 2002-2011 Touchstone Technologies, Inc. All Rights Reserved 6
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chart and a bar chart. Each of these components has at least one level of depth

beyond the first, which minimally would be a historical representation of the

values of the component over time, which we
most complex, the topmost Data Scope will be the highest representation of a

series of cascading views which each end at a histogram.

Network Monitor View

+: WinEyeQ(tm) ¥ersion 2.0 on 120.249.0.135, 120.249.0.136 - Yoice and Yideo Monitoring and Analysis _[8]x]

File Edt Capture Record Yiew Options Help
& Q ? || Modk

Metwork Moritor | active Calks | Recent Calls | Recent Emars | User Alents | User Alams | User watches | Endpoints | Audio Channels | ideo Channels | Registiations | Remate Calls | Remote Enors | Remote Walches

HTTP  SMTP

Metwork Summary | ol Summary | Media Summary | Network Detail:

rrors Detected: 0 Error Rate: 0,000% Registered: 9

Ready: For Help, press F1 Session; 00:02:02 Active Cals: 10 Calls Completed: 16 Awvg, Call Rate: 0,133 /sec

If we zero in on the Network Bandwidth Data Scope (found in the bottom of the
upper right quadrant), we see a Data Scope that appears as follows:

Copyright 2002-2011 Touchstone Technologies, Inc. All Rights Reserved 7
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Network Bandwidth Consumption; top view

B andwidth Conzumption by Pratocol

HTTF SMTF FOF3 FTP SHMP RTSP Telnet

Notice that the components are grouped logically and that this Data Scope
provides a high-level view of the bandwidth utilization of the various protocols on
the network. The leftmost component is the VolP component. To further explore
the bandwidth utilization of the VoIP component, we can drill down by double-
clicking on it. This action would yield a view of the VolP breakdown as:

VolP Bandwidth Consumption; level 2

WalP Bandwidth Consumption

MGCF MEGACO Sudio

Once again, the components of this sub-level Data Scope are grouped logically,
representing the top-level view of the bandwidth utilization of the VolP
components. The leftmost component is the SIP component, followed by H.323,
Audio, and Video components. To further explore the bandwidth utilization of the
Audio component, we can drill down by double-clicking on it. This action would
yield a view of the Audio components as:

Copyright 2002-2011 Touchstone Technologies, Inc. All Rights Reserved 8



Wi nEyeQ User 6s Guide

Audio Bandwidth Consumption; level 3

Audio Bandwidth Conzurption

0.0 0.0 0.0 - 0.0 0.0
G.711 G.71 G.722 [.723 G.728 G.729 Ak G5M MPEG

The components of this sub-level Data Scope are grouped logically representing

the bandwidth utilization of the audio component by codec type. The leftmost

component is the G.711 codec, which also has a sub-l e v e | Data ScopeE fu
refining it to the Alaw and Ulaw components. To further explore the bandwidth

utilization of the G.723 component, we can drill down by double-clicking on it.

This action would yield a view of the G.723 component as:

G.711 Bandwidth Consumption Histogram; level 4

By clicking the fi+o0 sign on the histogram, w

Copyright 2002-2011 Touchstone Technologies, Inc. All Rights Reserved 9
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G.711 Bandwidth Consumption Histogram; zoomed

By clickihngth e-0isi gn on the histogram, we can AZool
values back to:

Once you reach the histogram of a component you are at the end of the journey.

You may back out from any sub-l e v e | at any time by-using th;
right corner. The following section provides the user-interface tips and tricks for

using the Data Scopes:

Data Scopes in Bar Graph View provide high-water marks for the component
with the highest value on the scope. These marks, indicated by an arrow on the
left scale, have the same color as the component that they are associated with.
These watermarks are re-calculated every 10 updates of the Data Scope.

Copyright 2002-2011 Touchstone Technologies, Inc. All Rights Reserved 10
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Navigational Tips

Gui de

Right-click the background area of a Data Scope to toggle between Bar
Graph View and Pie Chart View.
Double-click components to drill-down.

Click the 0 Xléevelloomponentrto navigateubbckwards.
Right-click any component to view its histogram.

Click the 0 +mthelscal&onta bistograno m

Cl i c ko tlhex ftootthe scaleron a histogram.

User Interface: Step-By-Step

Wi nEyeQb6s

user

nterface

S

compri sed

containing up to eleven (11) sub-views. The ten major views represent the
following categories:

Copyright 2002-2011 Touchstone Technologies, Inc. All Rights Reserved
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Recent Calls

Recent Errors
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User Alarms
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The Network Monitor View

For the main view (Network Monitor) the Data Scopes are paired in
Activity/Bandwidth pairs for logical groups of components. For example, Network
Protocol Activity and Network Bandwidth Consumption by Protocol are paired
together.

| Remove title bar with version number

Network Manitar | active Cals | Recent Calls | Recent Errors | User aletts | User alams | Userwtches | Endpoints | Other Audia | Dther Video | Registrations

The Network Monitor View is designed to provide an overall picture of VolP and
Non-VolP network traffic and resource utilization both instantaneously (top half)
and historically (bottom half). You
elements as demonstrated earlier. The network monitor view has the following
sub-views:

Network Summary
Network Details
VolP Summary
Media Summary

Copyright 2002-2011 Touchstone Technologies, Inc. All Rights Reserved 12
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Network Summary

This view presents the high-level Data Scopes. The graphs represent the
Network Bandwidth and Packet Profiles by component over the duration of the
session. In this example, the Network Packet Profile Data Scope is in Bar Chart
Mode while the Network Bandwidth Summary is in Pie Chart Mode. These
modes can be toggled back and forth by right clicking on the background of the
Data Scope.

Network Summary | Network Detais | VolP Summany| Media Summary |

Network Details

Network Summary NEKWkaDEAa\\s|vg\P5umma,y Media Summany |

Protocol | Packsts | I Packets | %) | [ Call Metrics Walue

P 16,372,645 7,327,712,016 16,372,667 Current 5P Calls 29
Total 5TP Cals Passed 14,572
P 13,457 1,160,157 16,372,664 100,00 | | Total 5TP Calls Failed 0
upp 15,606,954 6,973, 746,744 [ 0.00
Tcp 550,170 25,330,127 [ 0.00 | | Current H.323 Calls 24
| H,325 Cals Passed 14,670
Ha2z 21574 12,124,950 Total RTP Packets Lost [} 0.00 H,323 Calls Falled a
RAS a a
TPKT 308,550 13,411,246 s With Auclio 4
225 56,778 4,884,614 s With Videa 24
2% 262,796 7,540,336 PacketsSec. (Avg) 522088
102
sip 102,146 54,863,916
e 0 0
VEGACO 0 0
valie | [Masroms Value
RTP 15,616,208 6,774,823,538 120 | [vate calls 77
RTCP 90,010 17,506,208 94,77 | | VoIP Bandwickh(Mb/s) 3722
95,53 | [VoIP Packets/Sec 1,057.83
HITP 0 0 iR
HITPS 0 0 a7
Smre 0 0
POP3 0 0 143
FTP 0 0
S 0 0 128
RTSP 0 0
Telnet 0 0 .03
Cther 3,176 506,024

This view provides a numerical summary of the packets and byte counts

analyzed by layer. The layers include:

SIP
SCCP

RTP, RTCP

MGCP, MEGACO

IP, ICMP, UDP, TCP
H.323, RAS, TPKT, H.225, H.245

Copyright 2002-2011 Touchstone Technologies, Inc. All Rights Reserved
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Additional network metrics include:

Processing:

Total Packets Received: The total number of packets that WinEyeQ has
received from the WinPcap driver.

Packets Processed: The number of packets that WinEyeQ has processed
and analyzed.

Packets Missed: The number of packets that the WinPcap driver has
been unable to send to WinEyeQ.

Packets Discarded: The number of packets that WinEyeQ has discarded
due to packet overload.

Total RTP Packet Lost: The total number of RTP packets that were
expected minus the total number actually received.

Packets per Second (Average): The average number of packets per
second that WinEyeQ has processed since the analyzer was started.

Call Metrics:

Current SIP Calls

Total SIP Calls Passed
Total SIP Calls Failed
Current H.323 Calls
Total H.323 Calls Passed
Total H.323 Calls Failed
Current Calls with Audio
Current Calls with Video
Current Endpoints

Average Network Metrics:

Audio Jitter (ms): The average jitter (as calculated from RFC 3550) for all
audio streams of all completed calls.

Audio Listening MOS (% of Optimal): The average Listening MOS score
attained for all audio streams of all completed calls. See below.

Audio Listening R Factor (% of Optimal): The average Listening R factor
attained for all audio streams of all completed calls. See below.

Audio Conversational MOS (% of Optimal): The average Conversational
MOS score attained for all audio streams of all completed calls. See
below.

Audio Conversational R Factor (% of Optimal): The average
Conversational R factor attained for all audio streams of all completed
calls. See below.

Video Jitter (ms): The average jitter (as calculated from RFC 3550) for all
video streams of all completed calls.

Copyright 2002-2011 Touchstone Technologies, Inc. All Rights Reserved 14
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Media Jitter (ms): The combined average of the audio and video jitter
values.

Initial Response Time (ms): The average time it took for the called
endpoint to return its first response to the calling endpoint.

Maximums:

VoIP Calls: The maximum number of concurrent calls that WinEyeQ has
analyzed.

VolIP Bandwidth (Mb/s): The highest VolP bandwidth analyzed.

VoIP Packets / Sec: The highest number of VolP packets per second
analyzed.

Packets/Second: The highest number of packets per second analyzed.

Optimal MOS Scores and R Factors.

Different codec types have different highest attainable Listening and
Conversational MOS scores and R factors. WinEyeQ computes the normalized
average network MOS scores and R factors by taking the MOS scores and R
factors calculated for the audio media stream and dividing them by their
theoretical maximum values. For example, if a G.728 audio stream received a
Listening MOS score of 3.5, the normalized value would be 86.6 %. If a G.723.1
5.3 kb audio stream received a Listening MOS score of 3.5, the normalized value
would be 96.9 %.

Note: Please see Appendix A for a chart of theoretical maximum MOS scores
and R factors.

Copyright 2002-2011 Touchstone Technologies, Inc. All Rights Reserved 15
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VoIP Summary

The VolP Summary paints a picture of the packet and bandwidth activity of the
VolIP signaling and media components as well as detailing call activity by
protocol, call distribution by protocol, and call status history.

 RRCRREATR | ORI
ST e .

Media Summary

The Media Summary shows the bandwidth consumption and activity of the media
components of the VolP activity on your network. The bandwidth and packet
activity are broken down by audio and video components. The right half of the
screen breaks audio and video down by codec type as well as summarizing the
active audio and video streams on the network.

ey | Metwork Detals | VelP Summany
= Mecis Activty by Category Audio Activity by Tyne
743
30
g FEd H
040
0 Audiol 0o 0o Gid 0o 0o 0.0 0o 000
-150 Seconds 0 G711 G.721 G722 G723 G.728 G729 AMR G5M MPEG Other
g . ek Bandtwith Consnption by Caegory T——— ve Vs e
40
iz 23
o 00
H 21l &
100
11—
50 Seconds 0 H.281 H.Z& H.264 MPEE udic ic

B
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Active Calls View

Need new screenshot without title bar showing version humber and codecs.

Haz ieo Monitoring and Analysi lElxl
Bl Edt Coptwe Record Vew Hep
|@[o™| & | EB[B[Q T[] ModeFrerower o
Network MontorAetive Cals | Recent Cals | Recent Errors | User alets | User alams | Userwatches | Endpoints | Other Audio]| Gther Vides | Regitiations |
Skatus [[Protocol [ Started [ Duration [ Terminator | Source Address | Source IDJE.164 | Source NamefH.32310 | Destination Address | Destination IB/E. 164 | Destination MamefH.323 1D | Call 10 Registered With __+
Comected  SIP 12:04:28 120.249.1.13 100117 120.249.L.12 200117 “Devie 117" 4fb0-43346484-0005-Calll 17
Comnected  SIP 12:04:28 120.249.1.13 100116 120.249.1.12 200116 “Devie 116" de3-43346437-0005-Call1 16
Commected  SIP 12:04:28 120.249.1.13 100115 120.249.1.12 200115 Device 115" 9533-43346390-0005-Cal1 15
Commected  SIP 12:04:28 120.249.1.13 100114 120.249.1.12 200114 Device 114" 1662-43346343-0005-Call 114
Connected  SIP 12:04:28 120.249.1.13 100113 “WIRSIP 113" 120.249.L.12 200113 “Devie 113" bebe-43346281-0005-Call 13
Connected  SIP 12:04:28 120.249.1.13 100112 WinSIP 112" 120.249.1.12 200112 "Device 112" 365c-43346234-0005-Call 12
Connected  SIP 12:04:28 120.249.1.13 100111 WinSIP 111" 120.249..12 200111 "Devie 111" 2090.43346167-0005-Cal 111
Commected  SIP 12:04:28 120.249.1.13 100110 120249112 200110 17e2-43346140-0005-Cal 110
Comected  SIP 12:04:28 120.249.1.13 100109 120.249.L.12 200109 4+h7C-43346078-0005-Call 109 |
Comnected  SIP 12:04:28 120.249.1.13 100108 120.249.1.12 200108 b11f-43346031-0005-Call08
Commected  SIP 12:04:28 120.249.1.13 100107 120.249.1.12 200107 867543345384-0005-Cal 107
Commected  SIP 12:04:28 120.249.1.13 100106 120.249.1.12 200108 Oble43345521-0005-Cal106
Connected  SIP 12:04:28 120.249.1.13 100105 120.249.L.12 200105 8714-43345875-0005-Cal105
Connected  SIP 12:04:28 120.249.1.13 100104 120.249.1.12 200104 6882-43345628-0005-Cal104
Connected  SIP 12:04:28 120.249.1.13 100103 120.249..12 200103 428543345765-0005-<al1 05
Commected  SIP 12:04:28 120.249.1.13 100102 120249112 200102 btie-43345718-0005 calioz
Comected  SIP 1z:04:27 120.249.1.13 100101 120.249.L.12 200101 4ae-43345656-0005-Cal 101
v Reased  H323 12:03:43 oL Souce 120249113 10025 120.249.1.11 0025 8572A24D7BBIEDZCCTACITASZIZ0AS
v Relssed  H3Z3 12:03:43 00U Souce 120248113 10024 120.249.1.11 o024 16A9264674CDBREBZICO0NDEFESH745
v Rebased  HI23 12:0343 0D Souce 120249113 10015 120.249.1.11 s0019 EEE7971946BE2AASEST67SD1ADABIBA1
vReksed  H323 12:03:43 OO0 Sowce 120249113 10023 120.249.1.11 50023 9741DCOCAN3IBIDEAE7CODDIIBIBIELC
VRekased  H23 12:03:43 000 Souce  120248.1.13 10022 120.249.1.11 s0022 A9BSRENEN36BE4CEFT 1242BDBC61CEA
VRekased  H323 12:03:43 000100 Souce  120248.1.13 10021 120.249.1.11 son21 754883275 7EDBIBSED 12EC1615308C08
VRekased  Hz3  1z0m4z LoD souce 12024913 10020 120249111 so0z0 75796 BAZCEEASY 1 4FCBSD7057662851
v Relased  Ha23 12:03:42 0oL Soue  120249.1.13 10014 120,249,111 o014 10B18D973774A4D4BETF 14B2SATSFTTF
v Rekased  H323 120342 0oL Souce 120249113 10018 120.249.L.11 o018 BEZDID2 10FF2AR34ABE1 20E763ECEBCLE
gl | _l—I
Cal Sumaty | Call Flow | Cal Trace | CallMetrics | Aucio Summany | Audio Detais | Audio 005 | Videa Summay | Videa Detais | Data Detais | ATCP Sunmaiy | ATCR XA Summan | DTME Sunmany
Signaling | Value Audio | Value Video Value
Src Address 120.249.1,13 | [ Src Audio Channel 120.249.1,13:50516 | | 5rc video Channel 120.299.1,13:50518
ScE. 164 10002 | | 5rc Media Type 6723 | |5rc Media Type H.261
EE 20002 | [Src parket Count 27| [SrcPaket Count 07
St Average Jiter (ms) 0.727 | |Src Average Jiter (ms) 0.987
Dest Address. 120.249.1.11 Src Average Packet Interval (ms) 60,849 Src Average Packet Interval (ms) 66,774
DestE. 164 50002 | [Src Average Bandvidth (kbfs) 8.03¢ | |Sic verage Bandwickh (kbfs) 0.000
DestH.223 10 60002 | [ Src Parkets Lost 0| [sicpatetsLos: 0
St TOS/DSCP Flag Default (000000) | | 5rc TOS(DSCP Flag Defaul (000000)
Start Time Src Listering R Factor 83
Stop Time. Src Litening MOS Scare X
Duration Optimal Listening R Factor MOS Score: 83/3.95
Stream Qualty Index (501) A+ (100,00)
all Terminatar
Dest Audio Charrel 120.249.1.11:50716 | [ Dest viceo Charnel 120.249.1.11:50718
Gatekeeper Dest Media Type 6.7235.3k | | Dest edia Type H.263
Dest Patket Count 153| | Dest Padket Count 208
Recarding o Dest Average Jitter (ms) 1.089 Dest Average Jitter (ms) 0,810
Recarded Ho | | Dest Average Packet Interval (ms) 0.700 | [ Dest Average Packet Inkerv (ms) 66,362
Captured No | [Dest Average Bandwidth (kbfs) 5.423|  [Dest Average Bandwidth (kbfs) 0.000
Record Finame Dest Patkets Lost 0| |DestPadiets Lost 0
Capture Flename Dest TOSIDSCP Flag Default (000000) | | Dest TOSIDSCP Flag Defaul (000000)
Dest Litering R Factor 74
Dest Listening MOS Score 361
Optima Listening R Factor(MOS Score: 743,61
Stream Quality Index (5Q1) A+ (100.00)
Ready: For Help, press F1 [Session: 00:02:13 active Calls: 162 (Calls Completed; 112 [Bwo. Cal Rate: 0.642jser  [Evrors Detected: 0 [Eror Rate: 0.000%  Regstered: 0

The active calls view is designed to provide an in-depth view of each VolP call
and its status. Each call is represented by an entry in the topmost report; the
entries are updated once every second. This view contains the following
columns:

Call Status: The current status of the call. These may be things such as
connecting, ringing, connected, error, etc.

Protocol: The values for this field are SIP,H.323, and SCCP.

Started: This is the time (local time) that the call was started.

Duration: The length of time the call is (or was) active.

Terminator: Which side of the call (Source or Destination) terminated the call.

Source Address: The address of the call initiator (caller).
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Source ID/E.164: The SIP user ID or H.323 E.164 alias of the caller.

Source Name/H.323 ID: The SIP or SCCP display name or H.323 ID of the
caller.

Destination Address: The address of the call receiver (party called).

Destination ID/E.164: The SIP or SCCP user ID or H.323 E.164 alias of the party
called.

Destination Name/H.323 ID: The SIP or SCCP display name or H.323 ID of the
party called.

Call ID: The SIP, SCCP, or H.323 call ID associated with this call.

Reqistered With: The gatekeeperods | P address for H.
address for SIP or SCCP calls.

Conference ID: The conference ID (H.323 calls only).

Each individual call has the following sub-views.

Call Summary

Call Flow (ladder diagram)
Call Trace

Call Metrics

Audio Summary
Audio Details

Audio QoS

Video Summary
Video Details

Data Details

RTCP Summary
RTCP XR Summary
DTMF Summary

Note: To display information about a particular call, select it (click the call line) in
the call i st. Whenever a calll i s selected,
long as you wish to view its details.
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Call Summary

Call Summay | Call Flow | CallTeace | CallMetrics | Audio Summany | Audio Detais | Audia G | Videa Summary | Video Detalls | Data Detais | RTCP Summary | RTCP XA Summary | DTME Summany|

Value
120,249.1.13:50518
Hzs1

Signaling I Value Audio I Value

src Address 120.249.1.13
SrcE164 10002
SICH3Z3D 20002

120.249.1.13:50516
6.7z

227
0727
60,849
8034

207
0987
erval (ms) 66.774
h (k0fs) 0.000

Dest Address 120.249.1.11
DestE. 164 50002
Dest H.323 1D 60002 0 o [

Default (000000) 05 [DECP Flag Default (100000)
Start Time 12:04:41 63

Stap Tive.
Duration

3.95

opti R Facti X
Stream Quality Index (5Q1) A+ {100.00)
Cal Terminater
120,249, 111150716

672353

120,249.1,11:50718
k. H263
153

Gatekeeper

208
0310
val (ms) 66362
0.000

1,089
90,709
5423

53%

[ 0
Defauit (000000) | | Dest TOS/DSCP Flag Defaut (000000)
74

ore 361
opt R Factor/MOS Score 74[3.61
Stream Quality Index (5Q1) A (100.00)

This sub-view provides a summary of the call elements including source and
destination addresses for signaling and media. There are three panes on this
sub-view.

Signaling Pane

Source Address: The IP address of the calling endpoint.

Source ID/Source E.164: The source ID (SIP or SCCP) or E.164 (H.323)
of the calling endpoint.

Source Name/Source H.323 ID: The source name (SIP or SCCP) or
H.323 ID (H.323) of the calling endpoint.

Destination Address: The IP address of the called endpoint.

Destination ID/E.164: The source ID (SIP or SCCP) or E.164 (H.323) of
the called endpoint.

Destination Name/H.323 ID: The source name (SIP or SCCP) or H.323 ID
(H.323) of the called endpoint.

Start Time: The time the first packet was seen on the network.

Stop Time: The time the last packet was seen on the network.

Duration: The difference between the start and stop time.

Call Terminator: The endpoint that terminated the call.
Proxy/Gatekeeper: The address of the proxy (SIP or SCCP) or
gatekeeper (H.323) that participated in the call.

Recording: Whether or not the call is presently being recorded.
Recorded: Whether or not the call was recorded.

Captured: Whether or not the call was captured.

Record Filename: The file name of the record file.

Capture Filename: The file name of the capture file.
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Audio Pane

Source Audio Channel: The IP address and port of the calling endpoint.
Source Media Type: The type of codec being used to send the audio.
Source Packet Count: The number of packets sent on this channel.
Source Average Jitter (ms): The average jitter value (as calculated from
RFC 3550) for this channel.

Source Average Packet Interval (ms): The average inter-arrival time of
packets on this channel.

Source Average Bandwidth (kb/s): The average bandwidth, in kilobits per
second, calculated for this channel.

Source Packets Lost: The calculated number of packets lost by
subtracting the number of packets expected (using the sequence
numbers) minus the number actually received.

Source TOS/DSCP Flag: The value of the Type of Service (TOS) /
Differentiated Services Code Point (DSCP) flag in the IP header field.
Source Listening R Factor: The current Listening R factor for this media
stream.

Source Listening MOS Score: The current Listening MOS Score for this
media stream.

Optimal Listening R Factor / MOS Score: The highest scores that are
attainable for this codec.

Stream Quality Index: The ratio of the current R Factor and MOS score to
there optimal values.

Destination Audio Channel: The IP address and port of the called
endpoint.

Destination Media Type: The type of codec being used to send the audio.
Destination Packet Count: The number of packets sent on this channel.
Destination Average Jitter (ms): The average jitter value (as calculated
from RFC 3550) for this channel.

Destination Average Packet Interval (ms): The average inter-arrival time
of packets on this channel.

Destination Average Bandwidth (kb/s): The average bandwidth, in kilobits
per second, calculated for this channel.

Destination Packets Lost: The calculated number of packets lost by
subtracting the number of packets expected (using the sequence
numbers) minus the number actually received.

Destination TOS/DSCP Flag: The value of the Type of Service (TOS) /
Differentiated Services Code Point (DSCP) flag in the IP header field.
Destination Listening R Factor: The current Listening R factor for this
media stream.

Destination Listening MOS Score: The current Listening MOS Score for
this media stream.
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Optimal Listening R Factor / MOS Score: The highest scores that are
attainable for this codec.

Stream Quality Index: The ratio of the current R Factor and MOS score to
there optimal values.

Pane

Source Video Channel: The IP address and port of the calling endpoint.
Source Media Type: The type of codec being used to send the Video.
Source Packet Count: The number of packets sent on this channel.
Source Average Jitter (ms): The average jitter value (as calculated from
RFC 3550) for this channel.

Source Average Packet Interval (ms): The average inter-arrival time of
packets on this channel.

Source Average Bandwidth (kb/s): The average bandwidth, in kilobits per
second, calculated for this channel.

Source Packets Lost: The calculated number of packets lost by
subtracting the number of packets expected (using the sequence
numbers) minus the number actually received.

Source TOS/DSCP Flag: The value of the Type of Service (TOS) /
Differentiated Services Code Point (DSCP) flag in the IP header field.

Destination Video Channel: The IP address and port of the called
endpoint.

Destination Media Type: The type of codec being used to send the Video.
Destination Packet Count: The number of packets sent on this channel.
Destination Average Jitter (ms): The average jitter value (as calculated
from RFC 3550) for this channel.

Destination Average Packet Interval (ms): The average inter-arrival time
of packets on this channel.

Destination Average Bandwidth (kb/s): The average bandwidth, in kilobits
per second, calculated for this channel.

Destination Packets Lost: The calculated number of packets lost by
subtracting the number of packets expected (using the sequence
numbers) minus the number actually received.

Destination TOS/DSCP Flag: The value of the Type of Service (TOS) /
Differentiated Services Code Point (DSCP) flag in the IP header field.
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Call Flow

Call Gummary  Cal Flow | Call Trace | Cal Metizs | Audio Summery | Audic Details | Audia Ba | Video Summaty | Video Detals | Data Detalls | ATCP Summary | RTCP XA Surmary | DTMF Summary

INVITE sip:20019@120.249.0.112: S060; transport=UDF SIP/Z.0 -
(Via: SIP/2.0/UDF 120.248.0.136:5080;branch=z0hG4bK201c1204e202430
Mex-Forwards: 70

From: "WinSIP 20 <5ip:100190120.249.0.151: 5060 tag=4d69-9945-ac
To: "Dewice 20" <sip:20018@120.249.0.112: 5060

(User-hgent: Win3IP/Z.4.9

Call-ID: £966-37947216-0006-Call2o

C3eq: 1 INVITE

Contact: "Win3IF 207 <sip:100186120.249.0.136:5060; transporc=UDF>
811low: INVITE,ACE,EYE,CANCEL,O0PTIONS , UPDATE,REFER,NOTIFY, MESSAGE,
hccepr: application/sdp

licoept-Language: en

Content-Type: application/sdp

Content-Disposition: session

Content-Length: 341

il | ;lll

Length = 968 il
RTF DTH 43 4F 56 49 54 45 20 73 69 70 3 32 30 30 31 39 INVITE sip:20019
e 40 31 32 30 2E 32 34 39 2E 30 ZE 31 31 32 34 35 §120.249.0.112:5
' 30 36 30 3B 74 72 61 €€ 73 70 6F 72 74 3D 55 44 060;transport=UD
RTF 50 20 53 49 50 3F 32 2E 30 0D OA 56 69 61 3A& 20 P SIP/2.0..Vi
P DTMF Di 53 49 50 2F 32 2E 30 2F 55 44 50 20 31 32 30 2E SIP/2.0/UDP 120,
PR 3z 34 39 2E 30 ZE 31 33 36 3A 35 30 36 30 3B 62 249.0.136:5060;h
7z 61 6E 63 65 3D 7h 39 68 47 34 62 4B 32 30 31 ranch=zOhG4bEZ0L

This sub-view provides a time-stamped ladder diagram view of the call flow
(signaling, media and media qualitbpe packet s)
highlighted to display the decoded packet in both ASCIl and hexadecimal

representations.

Call Trace

Cal Summary | Cal Flow  Cal Trace | Call Meics | Audio Summery | Audio Detais | Audic oS | Videa Summary | Video Detals | Data Dietais | ATCP Summany | RTCP XA Summary | DTMF Surmary

INVITE sip:20017§120.249.0.112: 5060;transport=0DP SIP/2.0 -
¥ia: SIF/2.0/UDP 120.248.0.136:5060 branch=z8hG4bK20003204226248a
120,249.0,151 Request 120.249.0.112 Max-Forwards: 70
120.249.0.112 Respanse Trying 120.249.0,151 Frow: "Win$IP 18" <sip:l00170120.249.0.151:5060> tag=415a-eadc-53

120.249.0.112 Response Ringing 120.249.0.151 To: "Device 18" <sip:20017@120.249.0.112:5060>
1038134452906 | 120.249.0.112 | 20010 INVITE Response 200 OF 120,249.0,151 User-igent: UinSIP/2.4.9
34454505 | 120,249.0,151 50601 INVITE Response 100 Trying 120,249.0,136 Call-ID: 1748-38313497-000c-Callls
34455682 | 120,249.0,151 5080 INVITE Response 180 Ringing 120,249.0,136 Cse: 1 THVITE
10:38:34.456774 | 120,249.0,151 50801 INITE Response 200 OF 120,249.0,136

34457545 | 120.249.0.136 20008 BCK Request 120.249.0.151 Contact: "WinSIF 18" <3ip:100176120.249.0.136: 5060 transpore=UDP>

34.450666  120,249.0,151 080 ACK Request 120,249.0.112 41low: INVITE,ACE,BYE,CANCEL,0FPTIONS,UFDATE ,REFER, NOTIFY ,MESSAGE ,
10:35:34, 460622 | 120.249.0,138 40088 120.249.0.112 ccept: application/sdp

39465518 | 120.249.0.136 40088 120.249.0.112 Accept-language: en

34479560 120.249.0112 40088 120.249.0.138 Content-Type: application/sdp
103534454734 120249.0.136 40063 120.249.0.112 Content-Dispesition: session

31499919 120.249.0112 40088 120.249.0.138 Content-length: 341

34518951 120.249.0112 40088 120.249.0.138 o
10:38:34.577471  120.249.0.136 40068 120.249.0.112 ‘I I _"_I
10:38:34.733939  120.249.0.136 40068 120.249.0.112
10:38:34. 785406 | 120.249.0.136 40088 120.249.0.112 Length - 568 il
10:38:34 894967 | 120.249.0.136 | 40063 120.249.0.112 49 4E 56 49 54 45 20 73 €9 70 3A 32 30 30 31 37 INVITE sip:20017
10:38:34.945757 1 120.249.0.136 0058 120.249:0 112 40 31 32 30 ZE 32 34 39 2E 30 2E 31 31 32 3A 35 Bl20.249.0.112:5
10:38:35.100960  120.249.0.136 40068 120.249.0.112
10:38:35. 151880 | 120.249.0 136 20088 120.240.0.112 30 36 30 3B 74 72 61 6E 73 70 6F 72 74 3D 55 44 060;transport=0D
T s Tion v e Tames 10 s 11n 50 20 53 49 50 2F 32 2E 30 OD OA 56 68 61 34 20 P SIF/2.0..Wi
10: 35,354637 | 120,249.0,136 40068 120,249.0,112 53 49 50 &F 32 ZE 30 ZF 55 44 50 20 31 32 30 2E SIP/2.0/UDF 120.
\Gs5:35 51450 M]l120}245i07 s M| K40058 FIETEIE 32 34 39 2E 30 2E 3L 33 36 34 35 30 36 30 3B 62 249.0.136:5060:h
:rlnn‘d: CECTA4 1701 940 0 126 anngs: 190 ’mnn‘lrz 72 61 6E 63 68 3D 7A 39 68 47 34 62 4B 32 30 30 ranch=zShG4bEz00

This sub-view provides a time stamped protocol specific display of the call flow
(signaling, media and media quality packets). Each entry in the report may be
highlighted to display the decoded packet in both ASCII and hexadecimal
representations.
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Call Metrics

Protocol [ Packets | Bytes
032 762,257

JJJJJ

This sub-view provides a summary of the call elements including metric
measurements for response times and signaling interval and packets and byte
counts analyzed by each protocol layer.

Initial Response Time: The length of time it took for the first message that
was sent by the calling endpoint to be acknowledged by the called
endpoint or proxy/gatekeeper.

Post-Dial Delay: The length of time from the start of the call until the start
of the ring.

Ring Duration: The length of time the call was ringing.

Time to Answer: The length of time from the start of the call until it was
answered.

Time to Connect: The length of time it took for the call to be connected.
Teardown Time: The length of time it took for the call close sequence to
take place.

Time to Connect: The length of time from when the call was connected
until the close sequence started.

End to End Time: The length of time from the start of the call until it was
completed.

Signal Latency: The length of time it took for the call to connect plus
disconnect.

Source Audio Delay: The length of time from when the call was
connected until the first source audio packet was sent.

Source Video Delay: The length of time from when the call was
connected until the first source video packet was sent.

Destination Audio Delay: The length of time from when the call was
connected until the first destination audio packet was sent.

Destination Video Delay: The length of time from when the call was
connected until the first destination video packet was sent.

Time to Admit (H.323): The length of time it took for the gatekeeper to
acknowledge the ARQ message.
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Audio Summary

Cal Summary | Call Flow | Cal ics  Audio Summary | Audio Detals | Audia 805 | Video Sum

3ta Detals | ATCP Summary | RTCP A Surmary | DTMF §

This view provides jitter and latency measurements for the audio stream being

sent by the calling and called parties. Included with the graphical representations

of jitter and latency are the high low and current values for each as well as the
stream type, thesender 6 s | P address and port, the rece
port, the number of packets lost and the DTMF sequences if present within the

stream (RFC 2833 section 3 Named Telephony Events).

Audio Details

This sub-view provides summary information including jitter and interval

measurements for the audio streams. The high, low and current values for each

stream as well as the stream type, the sende
receiverodos | P address and port, the number o
sequences if present within the stream (RFC 2833 section 3 Named Telephony

Events). This sub-view contains two panes.
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