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Introduction 
 
 
The WinEyeQ VoIP call monitor and protocol analyzer is the ideal tool for anyone 
who needs to monitor Voice and Video over IP calls and Voice quality, detect 
errors in VoIP traffic, debug signaling problems or capture media streams.  
WinEyeQôs intuitive user-interface makes setup and operation a snap. 
 
With WinEyeQ you view your network traffic in an intuitive manner.  From 
network overview to media stream and protocol details, each piece of information 
is presented in context.  WinEyeQôs analysis does not stop at the call flow level; 
however, it provides unparalleled analysis of each individual call component 
making difficult diagnostics simple. 
 
WinEyeQ is designed for the Windows operating system.  The following 
operating systems are supported: 
 
Windows 2000 Professional, Windows 2000 Advance Server, Windows XP 
Professional, Windows 2003 Server, Windows 2008 Server, and Windows 7. 
 
WinEyeQôs capabilities automatically scale with the hardware on which it is 
installed. 
 
Minimum recommended configuration: 
 

 2.4 MHz Pentium 4 Processor 

 512MB Ram 

 60 GB hard drive 

 1280x1024 
 
WinEyeQ is optimized for 1280 x 1024 displays. 
 
The WinEyeQ software is copy protected and is licensed for use on a single 
machine.  Please make sure that you install WinEyeQ on the machine with which 
you intend to use it.  Installation of WinEyeQ on multiple machines is not possible 
without authorization from Touchstone. 
 
The following pages will demonstrate how to install, setup, and get started with 
WinEyeQ.  The next session is an overview of the latest additions. 



WinEyeQ Userôs Guide 

Copyright 2002-2011 Touchstone Technologies, Inc. All Rights Reserved 6 

Selecting the Network Adapter 
 
One of the first steps in preparing to run WinEyeQ is to select the network 
adapter you wish to monitor.  WinEyeQ will automatically display the Select 
Adapter screen immediately after starting it for the first time.  You may also 
access this dialog from the Edit | Select Adapter menu item. 
 

 
 
On the top part of the screen is a list of the Network Adapters that WinEyeQ has 
discovered on your PC.  Select the adapter you want to monitor by clicking the 
adapter line and then pressing óSelectô or by just double clicking the adapter line. 
 
This window will be discussed in great detail later in the manual. 
 
 

WinEyeQ User Interface 
 
WinEyeQ was designed to facilitate diagnostics by representing the network in a 
natural, intuitive, top-down manner.  This presentation allows users to ñdrill-downò 
into areas of interest at the same time bypassing information that is neither 
relevant nor interesting at the moment. 
 

Data ScopesÊ 
 
WinEyeQ implements a series of graphical representations of both the Voice and 
Video over IP and non-VoIP components of your network.  The ñData Scopeò 
metaphor reinforces WinEyeQôs drill-down user-interface approach.  Each Data 
Scope is represented at its topmost level by a view of logically grouped 
components (e.g. network protocols) in a view that can be toggled between a pie 
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chart and a bar chart.  Each of these components has at least one level of depth 
beyond the first, which minimally would be a historical representation of the 
values of the component over time, which we refer to as a ñhistogramò.  At its 
most complex, the topmost Data Scope will be the highest representation of a 
series of cascading views which each end at a histogram. 
 
 

Network Monitor View 
 
 

 
 
 
If we zero in on the Network Bandwidth Data Scope (found in the bottom of the 
upper right quadrant), we see a Data Scope that appears as follows: 
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Network Bandwidth Consumption; top view 
 
 

 
 
 
Notice that the components are grouped logically and that this Data Scope 
provides a high-level view of the bandwidth utilization of the various protocols on 
the network.  The leftmost component is the VoIP component.  To further explore 
the bandwidth utilization of the VoIP component, we can drill down by double-
clicking on it.  This action would yield a view of the VoIP breakdown as: 
 
 

VoIP Bandwidth Consumption; level 2 
 
 

 
 
 
Once again, the components of this sub-level Data Scope are grouped logically, 
representing the top-level view of the bandwidth utilization of the VoIP 
components.  The leftmost component is the SIP component, followed by H.323, 
Audio, and Video components.  To further explore the bandwidth utilization of the 
Audio component, we can drill down by double-clicking on it.  This action would 
yield a view of the Audio components as: 
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Audio Bandwidth Consumption; level 3 
 
 

 
 
 
The components of this sub-level Data Scope are grouped logically representing 
the bandwidth utilization of the audio component by codec type.  The leftmost 
component is the G.711 codec, which also has a sub-level Data ScopeÊ further 
refining it to the Alaw and Ulaw components.  To further explore the bandwidth 
utilization of the G.723 component, we can drill down by double-clicking on it.  
This action would yield a view of the G.723 component as: 
 
 

G.711 Bandwidth Consumption Histogram; level 4 
 
 

 
 
 
By clicking the ñ+ò sign on the histogram, we can ñZoom Inò on the series of 
values. 
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G.711 Bandwidth Consumption Histogram; zoomed 
 
 

 
 
 
By clicking the ñ-ò sign on the histogram, we can ñZoom Outò on the series of 
values back to: 
 
 

 
 
 
Once you reach the histogram of a component you are at the end of the journey.  
You may back out from any sub-level at any time by using the ñXò in the upper-
right corner.  The following section provides the user-interface tips and tricks for 
using the Data Scopes: 
 
 
Data Scopes in Bar Graph View provide high-water marks for the component 
with the highest value on the scope.  These marks, indicated by an arrow on the 
left scale, have the same color as the component that they are associated with.  
These watermarks are re-calculated every 10 updates of the Data Scope. 
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Navigational Tips 
 

 Right-click the background area of a Data Scope to toggle between Bar 
Graph View and Pie Chart View. 

 Double-click components to drill-down. 

 Click the ñXò box on a sub-level component to navigate backwards. 

 Right-click any component to view its histogram. 

 Click the ñ+ò box to zoom-in the scale on a histogram. 

 Click the ñ-ò box to zoom-out the scale on a histogram. 
 
 
 

User Interface:  Step-By-Step 
 
 
WinEyeQôs user interface is comprised of eleven (11) major views each 
containing up to eleven (11) sub-views.  The ten major views represent the 
following categories: 
 

 Network Monitor 

 Active Call 

 Recent Calls 

 Recent Errors 

 User Alerts 

 User Alarms 

 User Watches 

 Endpoints 

 Other Audio Channels 

 Other Video Channels 

 Registrations 
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The Network Monitor View 
 
 
For the main view (Network Monitor) the Data Scopes are paired in 
Activity/Bandwidth pairs for logical groups of components.  For example, Network 
Protocol Activity and Network Bandwidth Consumption by Protocol are paired 
together. 
 
Remove title bar with version number 

 
 
 
The Network Monitor View is designed to provide an overall picture of VoIP and 
Non-VoIP network traffic and resource utilization both instantaneously (top half) 
and historically (bottom half).  You may elect to ñdrill intoò any of the component 
elements as demonstrated earlier.  The network monitor view has the following 
sub-views: 
 

 Network Summary 

 Network Details 

 VoIP Summary 

 Media Summary 
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Network Summary 
 
This view presents the high-level Data Scopes.  The graphs represent the 
Network Bandwidth and Packet Profiles by component over the duration of the 
session.  In this example, the Network Packet Profile Data Scope is in Bar Chart 
Mode while the Network Bandwidth Summary is in Pie Chart Mode.  These 
modes can be toggled back and forth by right clicking on the background of the 
Data Scope. 
 

 
 
 
Network Details 
 

 
 
This view provides a numerical summary of the packets and byte counts 
analyzed by layer.  The layers include: 
 

 IP, ICMP, UDP, TCP 

 H.323, RAS, TPKT, H.225, H.245 

 SIP 

 SCCP 

 MGCP, MEGACO 

 RTP, RTCP 

 HTTP, HTTPS, SMTP, POP3, FTP, SNMP, RTSP, Telnet, Other 
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Additional network metrics include: 
 
Processing: 
 

Total Packets Received:  The total number of packets that WinEyeQ has 
received from the WinPcap driver. 
Packets Processed:  The number of packets that WinEyeQ has processed 
and analyzed. 
Packets Missed:  The number of packets that the WinPcap driver has 
been unable to send to WinEyeQ. 
Packets Discarded:  The number of packets that WinEyeQ has discarded 
due to packet overload. 
Total RTP Packet Lost:  The total number of RTP packets that were 
expected minus the total number actually received. 
Packets per Second (Average):  The average number of packets per 
second that WinEyeQ has processed since the analyzer was started. 

 
Call Metrics: 
 

Current SIP Calls 
Total SIP Calls Passed 
Total SIP Calls Failed 
Current H.323 Calls 
Total H.323 Calls Passed 
Total H.323 Calls Failed 
Current Calls with Audio 
Current Calls with Video 
Current Endpoints 

 
Average Network Metrics: 
 

Audio Jitter (ms):  The average jitter (as calculated from RFC 3550) for all 
audio streams of all completed calls. 
Audio Listening MOS (% of Optimal):  The average Listening MOS score 
attained for all audio streams of all completed calls. See below. 
Audio Listening R Factor (% of Optimal):  The average Listening R factor 
attained for all audio streams of all completed calls. See below. 
Audio Conversational MOS (% of Optimal):  The average Conversational 
MOS score attained for all audio streams of all completed calls. See 
below. 
Audio Conversational R Factor (% of Optimal):  The average 
Conversational R factor attained for all audio streams of all completed 
calls. See below. 
Video Jitter (ms):  The average jitter (as calculated from RFC 3550) for all 
video streams of all completed calls. 
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Media Jitter (ms):  The combined average of the audio and video jitter 
values. 
Initial Response Time (ms):  The average time it took for the called 
endpoint to return its first response to the calling endpoint. 

 
Maximums: 
 

VoIP Calls:  The maximum number of concurrent calls that WinEyeQ has 
analyzed. 
VoIP Bandwidth (Mb/s):  The highest VoIP bandwidth analyzed. 
VoIP Packets / Sec:  The highest number of VoIP packets per second 
analyzed. 
Packets/Second:  The highest number of packets per second analyzed. 

 
 
Optimal MOS Scores and R Factors. 
 
Different codec types have different highest attainable Listening and 
Conversational MOS scores and R factors. WinEyeQ computes the normalized 
average network MOS scores and R factors by taking the MOS scores and R 
factors calculated for the audio media stream and dividing them by their 
theoretical maximum values.  For example, if a G.728 audio stream received a 
Listening MOS score of 3.5, the normalized value would be 86.6 %. If a G.723.1 
5.3 kb audio stream received a Listening MOS score of 3.5, the normalized value 
would be 96.9 %. 
 
 
Note:  Please see Appendix A for a chart of theoretical maximum MOS scores 
and R factors. 
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VoIP Summary 
 
 
The VoIP Summary paints a picture of the packet and bandwidth activity of the 
VoIP signaling and media components as well as detailing call activity by 
protocol, call distribution by protocol, and call status history. 
 
 

 
 
 
Media Summary 
 
 
The Media Summary shows the bandwidth consumption and activity of the media 
components of the VoIP activity on your network.  The bandwidth and packet 
activity are broken down by audio and video components.  The right half of the 
screen breaks audio and video down by codec type as well as summarizing the 
active audio and video streams on the network. 
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Active Calls View 
 
Need new screenshot without title bar showing version number and codecs. 

 
 
 
The active calls view is designed to provide an in-depth view of each VoIP call 
and its status.  Each call is represented by an entry in the topmost report; the 
entries are updated once every second.  This view contains the following 
columns: 
 
Call Status:  The current status of the call.  These may be things such as 
connecting, ringing, connected, error, etc. 
 
Protocol:  The values for this field are SIP,H.323, and SCCP. 
 
Started:  This is the time (local time) that the call was started. 
 
Duration:  The length of time the call is (or was) active. 
 
Terminator:  Which side of the call (Source or Destination) terminated the call. 
 
Source Address:  The address of the call initiator (caller). 
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Source ID/E.164:  The SIP user ID or H.323 E.164 alias of the caller. 
 
Source Name/H.323 ID:  The SIP or SCCP display name or H.323 ID of the 
caller. 
 
Destination Address:  The address of the call receiver (party called). 
 
Destination ID/E.164:  The SIP or SCCP user ID or H.323 E.164 alias of the party 
called. 
 
Destination Name/H.323 ID:  The SIP or SCCP display name or H.323 ID of the 
party called. 
 
Call ID:  The SIP, SCCP, or H.323 call ID associated with this call. 
 
Registered With:  The gatekeeperôs IP address for H.323 calls, or the Proxyôs IP 
address for SIP or SCCP calls. 
 
Conference ID:  The conference ID (H.323 calls only). 
 
Each individual call has the following sub-views. 
 

 Call Summary 

 Call Flow (ladder diagram) 

 Call Trace 

 Call Metrics 

 Audio Summary 

 Audio Details 

 Audio QoS 

 Video Summary 

 Video Details 

 Data Details 

 RTCP Summary 

 RTCP XR Summary 

 DTMF Summary 
 
 
Note:  To display information about a particular call, select it (click the call line) in 
the call list.  Whenever a call is selected, it will remain ñlockedò in the view for as 
long as you wish to view its details. 
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Call Summary 
 
 

 
 
This sub-view provides a summary of the call elements including source and 
destination addresses for signaling and media. There are three panes on this 
sub-view. 
 
 
Signaling Pane 
 

Source Address:  The IP address of the calling endpoint. 
Source ID/Source E.164:  The source ID (SIP or SCCP) or E.164 (H.323) 
of the calling endpoint. 
Source Name/Source H.323 ID:  The source name (SIP or SCCP) or 
H.323 ID (H.323) of the calling endpoint. 
Destination Address:  The IP address of the called endpoint. 
Destination ID/E.164:  The source ID (SIP or SCCP) or E.164 (H.323) of 
the called endpoint. 
Destination Name/H.323 ID:  The source name (SIP or SCCP) or H.323 ID 
(H.323) of the called endpoint. 
Start Time:  The time the first packet was seen on the network. 
Stop Time:  The time the last packet was seen on the network. 
Duration:  The difference between the start and stop time. 
Call Terminator:  The endpoint that terminated the call. 
Proxy/Gatekeeper:  The address of the proxy (SIP or SCCP) or 
gatekeeper (H.323) that participated in the call. 
Recording:  Whether or not the call is presently being recorded. 
Recorded:  Whether or not the call was recorded. 
Captured:  Whether or not the call was captured. 
Record Filename:  The file name of the record file. 
Capture Filename:  The file name of the capture file. 
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Audio Pane 
 

Source Audio Channel:  The IP address and port of the calling endpoint. 
Source Media Type:  The type of codec being used to send the audio. 
Source Packet Count:  The number of packets sent on this channel. 
Source Average Jitter (ms):  The average jitter value (as calculated from 
RFC 3550) for this channel. 
Source Average Packet Interval (ms):  The average inter-arrival time of 
packets on this channel. 
Source Average Bandwidth (kb/s):  The average bandwidth, in kilobits per 
second, calculated for this channel. 
Source Packets Lost:  The calculated number of packets lost by 
subtracting the number of packets expected (using the sequence 
numbers) minus the number actually received. 
Source TOS/DSCP Flag:  The value of the Type of Service (TOS) / 
Differentiated Services Code Point (DSCP) flag in the IP header field. 
Source Listening R Factor:  The current Listening R factor for this media 
stream. 
Source Listening MOS Score:  The current Listening MOS Score for this 
media stream. 
Optimal Listening R Factor / MOS Score:  The highest scores that are 
attainable for this codec. 
Stream Quality Index:  The ratio of the current R Factor and MOS score to 
there optimal values. 

 
 

Destination Audio Channel:  The IP address and port of the called 
endpoint. 
Destination Media Type:  The type of codec being used to send the audio. 
Destination Packet Count:  The number of packets sent on this channel. 
Destination Average Jitter (ms):  The average jitter value (as calculated 
from RFC 3550) for this channel. 
Destination Average Packet Interval (ms):  The average inter-arrival time 
of packets on this channel. 
Destination Average Bandwidth (kb/s):  The average bandwidth, in kilobits 
per second, calculated for this channel. 
Destination Packets Lost:  The calculated number of packets lost by 
subtracting the number of packets expected (using the sequence 
numbers) minus the number actually received. 
Destination TOS/DSCP Flag:  The value of the Type of Service (TOS) / 
Differentiated Services Code Point (DSCP) flag in the IP header field. 
Destination Listening R Factor:  The current Listening R factor for this 
media stream. 
Destination Listening MOS Score:  The current Listening MOS Score for 
this media stream. 
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Optimal Listening R Factor / MOS Score:  The highest scores that are 
attainable for this codec.  
Stream Quality Index:  The ratio of the current R Factor and MOS score to 
there optimal values. 

 
 
Video Pane 
 

Source Video Channel:  The IP address and port of the calling endpoint. 
Source Media Type:  The type of codec being used to send the Video. 
Source Packet Count:  The number of packets sent on this channel. 
Source Average Jitter (ms):  The average jitter value (as calculated from 
RFC 3550) for this channel. 
Source Average Packet Interval (ms):  The average inter-arrival time of 
packets on this channel. 
Source Average Bandwidth (kb/s):  The average bandwidth, in kilobits per 
second, calculated for this channel. 
Source Packets Lost:  The calculated number of packets lost by 
subtracting the number of packets expected (using the sequence 
numbers) minus the number actually received. 
Source TOS/DSCP Flag:  The value of the Type of Service (TOS) / 
Differentiated Services Code Point (DSCP) flag in the IP header field. 

 
 

Destination Video Channel:  The IP address and port of the called 
endpoint. 
Destination Media Type:  The type of codec being used to send the Video. 
Destination Packet Count:  The number of packets sent on this channel. 
Destination Average Jitter (ms):  The average jitter value (as calculated 
from RFC 3550) for this channel. 
Destination Average Packet Interval (ms):  The average inter-arrival time 
of packets on this channel. 
Destination Average Bandwidth (kb/s):  The average bandwidth, in kilobits 
per second, calculated for this channel. 
Destination Packets Lost:  The calculated number of packets lost by 
subtracting the number of packets expected (using the sequence 
numbers) minus the number actually received. 
Destination TOS/DSCP Flag:  The value of the Type of Service (TOS) / 
Differentiated Services Code Point (DSCP) flag in the IP header field. 
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Call Flow 
 
 

 
 
 
This sub-view provides a time-stamped ladder diagram view of the call flow 
(signaling, media and media quality packets).  Each ñrungò in the ladder may be 
highlighted to display the decoded packet in both ASCII and hexadecimal 
representations. 
 
 
 
Call Trace 
 
 

 
 
 
This sub-view provides a time stamped protocol specific display of the call flow 
(signaling, media and media quality packets).  Each entry in the report may be 
highlighted to display the decoded packet in both ASCII and hexadecimal 
representations. 
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Call Metrics 
 
 

 
 
 
This sub-view provides a summary of the call elements including metric 
measurements for response times and signaling interval and packets and byte 
counts analyzed by each protocol layer. 
 

Initial Response Time:  The length of time it took for the first message that 
was sent by the calling endpoint to be acknowledged by the called 
endpoint or proxy/gatekeeper. 
Post-Dial Delay:  The length of time from the start of the call until the start 
of the ring. 
Ring Duration:  The length of time the call was ringing. 
Time to Answer:  The length of time from the start of the call until it was 
answered. 
Time to Connect:  The length of time it took for the call to be connected. 
Teardown Time:  The length of time it took for the call close sequence to 
take place. 
Time to Connect:  The length of time from when the call was connected 
until the close sequence started. 
End to End Time:  The length of time from the start of the call until it was 
completed. 
Signal Latency:  The length of time it took for the call to connect plus 
disconnect. 
Source Audio Delay:  The length of time from when the call was 
connected until the first source audio packet was sent. 
Source Video Delay:  The length of time from when the call was 
connected until the first source video packet was sent. 
Destination Audio Delay:  The length of time from when the call was 
connected until the first destination audio packet was sent. 
Destination Video Delay:  The length of time from when the call was 
connected until the first destination video packet was sent. 
Time to Admit (H.323):  The length of time it took for the gatekeeper to 
acknowledge the ARQ message. 
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Audio Summary 
 
 

 
 
This view provides jitter and latency measurements for the audio stream being 
sent by the calling and called parties.  Included with the graphical representations 
of jitter and latency are the high low and current values for each as well as the 
stream type, the senderôs IP address and port, the receiverôs IP address and 
port, the number of packets lost and the DTMF sequences if present within the 
stream (RFC 2833 section 3 Named Telephony Events). 
 
 
Audio Details 
 
 

 
 
This sub-view provides summary information including jitter and interval 
measurements for the audio streams.  The high, low and current values for each 
stream as well as the stream type, the senderôs IP address and port, the 
receiverôs IP address and port, the number of packets lost and the DTMF 
sequences if present within the stream (RFC 2833 section 3 Named Telephony 
Events).  This sub-view contains two panes. 
 


